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Summary

CVE CVE-2026-4112

State PUBLISHED

Assigner sonicwall

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-09 15:16:13 UTC

Updated 2026-04-13 15:02:47 UTC

Description Improper neutralization of special elements used in an SQL command (“SQL Injection”) in SonicWall SMA1000 series appliances allows a remote authenticated attacker with read-only administrator privileges to escalate privileges to primary administrator.

Risk And Classification

EPSS: 0.000720000 probability, percentile 0.219110000 (date 2026-04-15)

Problem Types: CWE-89 | CWE-89 CWE-89 Improper neutralization of special elements
used in an SQL command ('SQL injection')

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA SonicWall SMA1000 affected 12.4.3-03245 (platform-hotfix) and earlier versions. Linux

CNA SonicWall SMA1000 affected 12.5.0-02283 (platform-hotfix) and earlier versions. Linux

References

Reference Source Link Tags

psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0003 PSIRT@sonicwall.com psirt.global.sonicwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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