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Summary

CVE CVE-2026-41206

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-23 02:16:18 UTC

Updated 2026-04-23 02:16:18 UTC

Description PySpector is a static analysis security testing (SAST) Framework engineered for modern Python development workflows. The plugin security validator in PySpector uses AST-based static analysis to prevent dangerous code from being loaded as plugins. Prior to version 0.1.8, the blocklist implemented in `PluginSecurity.validate_plugin_code` is incomplete and can be bypassed using several Python constructs that are not checked. An attacker who can supply a plugin file can achieve arbitrary code execution within the PySpector process when that plugin is installed and executed. Version 0.1.8 fixes the issue.

Risk And Classification

Primary CVSS: v4.0 6.9 MEDIUM from security-advisories@github.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:A/VC:H/VI:H/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-184 | CWE-184 CWE-184: Incomplete List of Disallowed Inputs

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 6.9 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:A/VC:H/VI:H/VA:L/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA DECLARED 6.9 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:A/VC:H/VI:H/VA:L/SC:N/SI:N/SA:N

CVSS v4.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

Active

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-41206/mitre
https://cve.report/CVE-2026-41206/nist
https://cve.report/CVE-2026-41206/cve_org
https://cve.report/api/cve/CVE-2026-41206.json
https://cve.report/CVE-2026-41206.pdf


CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:A/VC:H/VI:H/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA ParzivalHack PySpector affected < 0.1.8 Not specified

References

Reference Source Link Tags

github.com/ParzivalHack/PySpector/commit/4e279e078c53d760fd321ff9b698d68... security-advisories@github.com github.com

github.com/ParzivalHack/PySpector/security/advisories/GHSA-vp22-38m5-r39r security-advisories@github.com github.com

github.com/ParzivalHack/PySpector/commit/3c9547157fc07396f22b26b3484a9a9... security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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High
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