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Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2026-04-30 07:16:37 UTC
Updated 2026-04-30 07:16:37 UTC
Description Open redirect vulnerability exists in Multiple laser printers and MFPs which implement Ricoh Web Image Monitor. When act
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Version Source Type

4.0 vultures@jpcert.or.jp  Secondary
4.0 CNA CVSS

3.0 vultures@jpcert.or.jp  Secondary
3.0 CNA CVSSs

Score Severity

MEDIUM

MEDIUM

MEDIUM

MEDIUM

Primary CVSS: v4.0 5.1 MEDIUM from vultures@jpcert.or.jp

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:N/VIN/VA:N/SC:L/SI:L/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-601 | CWE-601 URL redirection to untrusted site ('Open Redirect’)

Vector

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:N/VI:N/VA:N/SC:L/SI:L/SA:N/E: X/

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NVC:N/VI:N/VA:N/SC:L/SI:L/SA:N

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:.L/A:N

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-41226/mitre
https://cve.report/CVE-2026-41226/nist
https://cve.report/CVE-2026-41226/cve_org
https://cve.report/api/cve/CVE-2026-41226.json
https://cve.report/CVE-2026-41226.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/NVC:N/VIN/VA:N/SC:L/SI:L/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVIX/MVA:X/MSC:X/MSIEX/MSA:X/S X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.0 Breakdown
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CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
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Vendor Declared Affected Products

Source Vendor Product Version

CNA Ricoh Company Ltd. Multiple Laser Printers And MFPs Which Implement Web Image Monitor  affected see the information provi
a I S0 |

-

References

Reference Source Link Tags

jvn.jp/en/jp/JVNB5118274 vultures@jpcert.or.jp vn.jp


http://cve.report/vendor/Ricoh_Company_Ltd.
http://cve.report/software/Ricoh_Company_Ltd./Multiple_laser_printers_and_MFPs_which_implement_Web_Image_Monitor
https://jvn.jp/en/jp/JVN65118274/

www.ricoh.com/products/security/vulnerabilities/vul vultures@jpcert.or.jp

jp.ricoh.com/security/products/vulnerabilities/vul vultures@jpcert.or.jp
CVE Program record CVE.ORG
NVD vulnerability detail NVD

www.ricoh.com
jp.ricoh.com
WWW.CVe.org

nvd.nist.gov

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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