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Summary

CVE CVE-2026-41268

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-23 20:16:15 UTC

Updated 2026-04-24 15:14:39 UTC

Description Flowise is a drag & drop user interface to build a customized large language model flow. Prior to 3.1.0, Flowise is vulnerable to a critical unauthenticated remote command execution (RCE) vulnerability. It can be exploited via a parameter override bypass using the FILE-STORAGE:: keyword combined with a NODE_OPTIONS environment variable injection. This allows for the execution of arbitrary system commands with root privileges within the containerized Flowise instance, requiring only a single HTTP request and no authentication or knowledge of the instance. This vulnerability is fixed in 3.1.0.

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.001720000 probability, percentile 0.383860000 (date 2026-04-24)

Problem Types: CWE-20 | CWE-20 CWE-20: Improper Input Validation

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.0 security-advisories@github.com Secondary 7.7 HIGH CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:L

3.0 CNA DECLARED 7.7 HIGH CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-41268/mitre
https://cve.report/CVE-2026-41268/nist
https://cve.report/CVE-2026-41268/cve_org
https://cve.report/api/cve/CVE-2026-41268.json
https://cve.report/CVE-2026-41268.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.0 Breakdown

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:L

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flowiseai Flowise All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA FlowiseAI Flowise affected < 3.1.0 Not specified

References

Reference Source Link Tags

github.com/FlowiseAI/Flowise/security/advisories/GHSA-cvrr-qhgw-2mm6 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com Exploit, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Confidentiality

High

Integrity

High

Availability

High

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

Low

http://cve.report/vendor/flowiseai
http://cve.report/software/flowiseai/flowise
http://cve.report/vendor/FlowiseAI
http://cve.report/software/FlowiseAI/Flowise
https://github.com/FlowiseAI/Flowise/security/advisories/GHSA-cvrr-qhgw-2mm6
https://www.cve.org/CVERecord?id=CVE-2026-41268
https://nvd.nist.gov/vuln/detail/CVE-2026-41268


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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