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CVE CVE-2026-41472
State PUBLISHED
Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-24 21:16:18 UTC
Updated 2026-04-24 21:16:18 UTC
Description CyberPanel versions prior to 2.4.4 contain a stored cross-site scripting vulnerability in the Al Scanner dashboard where the
1 | |

Risk And Classification |

Primary CVSS: v4.0 5.3 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:P/NC:N/VIEN/VA:N/SC:H/SI:H/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 5.3 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:N/VI:N/VA:N/SC:H/SI:H/S¢

4.0 CNA CVSS 53 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:N/VI:N/VA:N/SC:H/SI:H/S/
4] | -l

CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-41472/mitre
https://cve.report/CVE-2026-41472/nist
https://cve.report/CVE-2026-41472/cve_org
https://cve.report/api/cve/CVE-2026-41472.json
https://cve.report/CVE-2026-41472.pdf
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CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/NC:N/VI:N/VA:N/SC:H/SI:H/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

1

[

Vendor Declared Affected Products

Source Vendor Product Version
CNA Usmannasir Cyberpanel affected 2.4.4 semver
CNA Usmannasir Cyberpanel unaffected 0a099b1b193946555fbdd387a28486b1521f9961 git

Platforms
Not specified

Not specified
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Vendor Comments And Credit

Discovery Credit
CNA: Djibril Mounkoro (en)

There are currently no legacy QID mappings associated with this CVE.
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