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CVE CVE-2026-41574
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 15:16:40 UTC
Updated 2026-05-08 16:02:14 UTC
Description Nhost is an open source Firebase alternative with GraphQL. Prior to version 0.49.1, Nhost automatically links an incoming (
1 | |

Risk And Classification |

Primary CVSS: v4.0 9.3 CRITICAL from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULIN/VC:H/VI:H/NVA:N/SC:N/SEEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000130000 probability, percentile 0.023450000 (date 2026-05-11)
Problem Types: CWE-287 | CWE-287 CWE-287: Improper Authentication

Version Source Type Score Severity  Vector

4.0 security-advisories@github.com Secondary 9.3 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N
4.0 CNA DECLARED 9.3 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULIN/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC :X/MSI:X/MSA:X/S :X/AUX/R:X/V:X/RE:X/U:X
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Nhost Nhost affected < 0.49.1 Not specified

References

Reference Source

github.com/nhost/nhost/commit/ec8dab3f2cf46e1131ddaf893d56¢c37aa00380b2  security-advisories@github.com

github.com/nhost/nhost/releases/tag/auth%400.49.1 security-advisories@github.com
github.com/nhost/nhost/security/advisories/GHSA-6g38-8j4p-j3pr security-advisories@github.com
github.com/nhost/nhost/pull/4162 security-advisories@github.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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github.com

github.com

github.com

github.com
Www.cve.org canonice

nvd.nist.gov  canonicg

|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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