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Summary

CVE CVE-2026-41649

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-28 22:16:49 UTC

Updated 2026-05-01 15:54:05 UTC

Description Outline is a service that allows for collaborative documentation. The `shares.create` API endpoint starting in version 0.86.0 and prior to version 1.7.0 has an insecure direct object reference.. When both `collectionId` and `documentId` are provided in the request, the authorization logic only checks access to the collection, completely ignoring the document. This allows an authenticated attacker to generate a valid public share link for any document on the platform, including documents belonging to other workspaces. The full document contents can then be retrieved via the `documents.info` endpoint. Version 1.7.0 contains a patch.

Risk And Classification

Primary CVSS: v3.1 7.7 HIGH from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

EPSS: 0.000270000 probability, percentile 0.074410000 (date 2026-04-30)

Problem Types: CWE-639 | CWE-639 CWE-639: Authorization Bypass Through User-
Controlled Key

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 7.7 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

3.1 CNA DECLARED 7.7 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Changed

https://cve.report/
https://cve.report/CVE-2026-41649/mitre
https://cve.report/CVE-2026-41649/nist
https://cve.report/CVE-2026-41649/cve_org
https://cve.report/api/cve/CVE-2026-41649.json
https://cve.report/CVE-2026-41649.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Getoutline Outline All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Outline Outline affected >= 0.86.0, < 1.7.0 Not specified

References

Reference Source Link

github.com/outline/outline/security/advisories/GHSA-23jj-rp48-w7q7 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

github.com/outline/outline/commit/1b91a295e10f58a1088c54f533773788325ff460 security-advisories@github.com github.com

github.com/outline/outline/releases/tag/v1.7.0 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Changed

Confidentiality

High

Integrity

None

Availability

None
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