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Summary

CVE CVE-2026-41689

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-07 15:16:09 UTC

Updated 2026-05-07 16:16:20 UTC

Description Wallos is an open-source, self-hostable personal subscription tracker. In versions 4.8.4 and prior, the webhook notification feature reuses an administrator-configured local-target allowlist for every logged-in user. Any normal user can fully control a webhook URL, headers, and body, then use Wallos to send server-side requests to allowlisted internal automation services. When such a target exposes deployment or execution APIs, this can further enable adjacent-service RCE, but that downstream result is conditional on the target service. At time of publication, there are no publicly available patches.

Risk And Classification

Primary CVSS: v3.1 6 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L

EPSS: 0.000510000 probability, percentile 0.158560000 (date 2026-05-12)

Problem Types: CWE-863 | CWE-918 | CWE-863 CWE-863: Incorrect Authorization | CWE-
918 CWE-918: Server-Side Request Forgery (SSRF)

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 6 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L

3.1 CNA DECLARED 6 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

Low

User Interaction

None

Scope

Changed

https://cve.report/
https://cve.report/CVE-2026-41689/mitre
https://cve.report/CVE-2026-41689/nist
https://cve.report/CVE-2026-41689/cve_org
https://cve.report/api/cve/CVE-2026-41689.json
https://cve.report/CVE-2026-41689.pdf


CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:C/C:L/I:L/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Ellite Wallos affected <= 4.8.4 Not specified

References

Reference Source Link Tags

github.com/ellite/Wallos/security/advisories/GHSA-jx6w-832g-42wv 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Changed

Confidentiality

Low

Integrity

Low

Availability

Low
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