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Vvveb < 1.0.8.2 Hard- r ntials Information
Disclosure via phpMyAdmin

MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2026-41930
State PUBLISHED
Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-06 19:16:37 UTC
Updated 2026-05-06 20:16:32 UTC
Description Vvveb before version 1.0.8.2 contains a hard-coded credentials vulnerability in its docker-compose-apache.yaml configurati
1 | |

Risk And Classification |

Primary CVSS: v4.0 9.2 CRITICAL from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV : X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-306 | CWE-306 CWE-306 Missing Authentication for Critical Function

Version Source Type Score Severity  Vector
4.0 disclosure@vulncheck.com Secondary 9.2 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/¢
4.0 CNA CVSS 9.2 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/¢
3.1 disclosure@vulncheck.com Secondary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

] | ol

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity
\ttack Requirements

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2026-41930/mitre
https://cve.report/CVE-2026-41930/nist
https://cve.report/CVE-2026-41930/cve_org
https://cve.report/api/cve/CVE-2026-41930.json
https://cve.report/CVE-2026-41930.pdf
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CVSS:4.0/AV:N/AC:L/AT:P/PR:N/ULN/VC:H/VI:H/NA:H/SC:N/SIN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Givanz Vvveb affected 1.0.8.2 semver Not specified

References

Reference Source Link

aithiih com/aivanz/\/vveh/seciiritv/advisories/GHSA-a38h-mr9n-fimf 134c7041-9h21-4f22-91h3-42487353bhce  aithiib co


http://cve.report/vendor/givanz
http://cve.report/software/givanz/Vvveb
https://github.com/givanz/Vvveb/security/advisories/GHSA-g38h-mr9p-fjmf
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github.com/givanz/Vvveb/commit/f85ca7c2bc389bda3cc2eca87b2514581a628c32
github.com/givanz/Vvveb/releases/tag/1.0.8.2
www.vulncheck.com/advisories/vvveb-hard-coded-credentials-information-disclosur...
CVE Program record

NVD vulnerability detail

/]

disclosure@vulncheck.com
disclosure@vulncheck.com
disclosure@vulncheck.com
CVE.ORG

NVD

HWWA
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github.co
github.co
www.vuln
WWW.Cve.

nvd.nist.g

Vendor Comments And Credit

Discovery Credit
CNA: Basant Kumar (@CyberWarrior9) (en)

CNA: Hamed Kohi (@0xhamy) (en)
CNA: VuIlnCheck (en)

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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https://github.com/givanz/Vvveb/commit/f85ca7c2bc389bda3cc2eca87b2514581a628c32
https://github.com/givanz/Vvveb/releases/tag/1.0.8.2
https://www.vulncheck.com/advisories/vvveb-hard-coded-credentials-information-disclosure-via-phpmyadmin
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https://nvd.nist.gov/vuln/detail/CVE-2026-41930
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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