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Summary

CVE CVE-2026-42035

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-24 18:16:30 UTC

Updated 2026-04-24 19:17:14 UTC

Description Axios is a promise based HTTP client for the browser and Node.js. Prior to 1.15.1 and 0.31.1, a prototype pollution gadget exists in the Axios HTTP adapter (lib/adapters/http.js) that allows an attacker to inject arbitrary HTTP headers into outgoing requests. The vulnerability exploits duck-type checking of the data payload, where if Object.prototype is polluted with getHeaders, append, pipe, on, once, and Symbol.toStringTag, Axios misidentifies any plain object payload as a FormData instance and calls the attacker-controlled getHeaders() function, merging the returned headers into the outgoing request. The vulnerable code resides exclusively in lib/adapters/http.js. The prototype pollution source does not need to originate from Axios itself — any prototype pollution primitive in any dependency in the application's dependency tree is sufficient to trigger this gadget. This vulnerability is fixed in 1.15.1 and 0.31.1.

Risk And Classification

Primary CVSS: v3.1 7.4 HIGH from security-advisories@github.com

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N

EPSS: 0.000330000 probability, percentile 0.097190000 (date 2026-04-25)

Problem Types: CWE-113 | CWE-1321 | CWE-113 CWE-113: Improper Neutralization of
CRLF Sequences in HTTP Headers ('HTTP Request/Response Splitting') | CWE-1321 CWE-
1321: Improperly Controlled Modification of Object Prototype Attributes ('Prototype Pollution')

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 7.4 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N

3.1 CNA DECLARED 7.4 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2026-42035/mitre
https://cve.report/CVE-2026-42035/nist
https://cve.report/CVE-2026-42035/cve_org
https://cve.report/api/cve/CVE-2026-42035.json
https://cve.report/CVE-2026-42035.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Axios Axios affected >= 1.0.0, < 1.15.1 Not specified

CNA Axios Axios affected < 0.31.1 Not specified

References

Reference Source Link Tags

github.com/axios/axios/security/advisories/GHSA-6chq-wfr3-2hj9 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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