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Summary

CVE CVE-2026-42044

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-24 18:16:31 UTC

Updated 2026-04-24 19:17:15 UTC

Description Axios is a promise based HTTP client for the browser and Node.js. From 1.0.0 to before 1.15.2, he Axios library is vulnerable to a Prototype Pollution "Gadget" attack that allows any Object.prototype pollution in the application's dependency tree to be escalated into surgical, invisible modification of all JSON API responses — including privilege escalation, balance manipulation, and authorization bypass. The default transformResponse function at lib/defaults/index.js:124 calls JSON.parse(data, this.parseReviver), where this is the merged config object. Because parseReviver is not present in Axios defaults, not validated by assertOptions, and not subject to any constraints, a polluted Object.prototype.parseReviver function is called for every key-value pair in every JSON response, allowing the attacker to selectively modify individual values while leaving the rest of the response intact. This vulnerability is fixed in 1.15.2.

Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:H/A:N

Problem Types: CWE-915 | CWE-1321 | CWE-915 CWE-915: Improperly Controlled
Modification of Dynamically-Determined Object Attributes | CWE-1321 CWE-1321: Improperly
Controlled Modification of Object Prototype Attributes ('Prototype Pollution')

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 6.5 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:H/A:N

3.1 CNA DECLARED 6.5 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:H/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-42044/mitre
https://cve.report/CVE-2026-42044/nist
https://cve.report/CVE-2026-42044/cve_org
https://cve.report/api/cve/CVE-2026-42044.json
https://cve.report/CVE-2026-42044.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:H/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Axios Axios affected >= 1.0.0, < 1.15.2 Not specified

References

Reference Source Link Tags

github.com/axios/axios/security/advisories/GHSA-3w6x-2g7m-8v23 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Low

Integrity

High

Availability
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