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Description

CVE-2026-42095

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2026-04-24 15:16:48 UTC

2026-04-24 17:55:55 UTC

bookserver in KDE Arianna before 26.04.1 allows attackers to read files over a socket connection by guessing a URL.

Risk And Classification

Primary CVSS: v3.1 4 MEDIUM from cve@mitre.org
CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

EPSS: 0.000120000 probability, percentile 0.018360000 (date 2026-04-25)

Problem Types: CWE-306 | CWE-306 CWE-306 Missing Authentication for Critical Function

Version Source Type Score Severity Vector
3.1 cve@mitre.org Secondary 4 MEDIUM CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
3.1 CNA DECLARED 4 MEDIUM CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Jser Interaction

3cope

Unchanged

>onfidentiality

Low

ntegrity


https://cve.report/
https://cve.report/CVE-2026-42095/mitre
https://cve.report/CVE-2026-42095/nist
https://cve.report/CVE-2026-42095/cve_org
https://cve.report/api/cve/CVE-2026-42095.json
https://cve.report/CVE-2026-42095.pdf

\vailability

CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

[ ]

Vendor Declared Affected Products

Source Vendor Product Version

CNA KDE Arianna affected 26.04.1 custom

Platforms

Not specified

References

Reference Source
github.com/KDE/arianna/tags cve@mitre.org
invent.kde.org/graphics/arianna/-/commit/485851d25de279a9d2711d3780443530e98... cve@mitre.org

invent.kde.org/graphics/arianna/-/commit/3cd56fce103ab62887¢5592827d78a1197c...  cve@mitre.org

kde.org/info/security/advisory-20260424-1.txt cve@mitre.org
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Link Tags
github.com
invent.kde.org
invent.kde.org

kde.org

www.cve.org  canonical

nvd.nist.gov canonical, analys

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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