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Summary

CVE CVE-2026-42176

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 20:16:30 UTC

Updated 2026-05-12 15:33:23 UTC

Description Scoold is a Q&A and a knowledge sharing platform for teams. Prior to version 1.67.0, Scoold allows the admins configuration value to be modified through /api/config/set/admins with a forged Bearer token that is accepted as an admin API token. Once that setting is changed, the target email address is written to the application configuration file. The change does not become active immediately in the current process, because the ADMINS set is loaded once at startup. After a Scoold restart, though, the selected user is recognized as an administrator and gains access to the admin panel. This issue gives an attacker a reliable persistence path: write their own email into scoold.admins, wait for a restart or trigger one operationally, and the account comes back as admin. This issue has been patched in version 1.67.0.

Risk And Classification

Primary CVSS: v3.1 6.7 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L

EPSS: 0.000350000 probability, percentile 0.104630000 (date 2026-05-12)

Problem Types: CWE-306 | CWE-306 CWE-306: Missing Authentication for Critical Function

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 6.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L

3.1 CNA DECLARED 6.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-42176/mitre
https://cve.report/CVE-2026-42176/nist
https://cve.report/CVE-2026-42176/cve_org
https://cve.report/api/cve/CVE-2026-42176.json
https://cve.report/CVE-2026-42176.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Erudika Scoold affected < 1.67.0 Not specified

References

Reference Source Link Tags

github.com/Erudika/scoold/releases/tag/1.67.0 security-advisories@github.com github.com

github.com/Erudika/scoold/security/advisories/GHSA-7qfx-c234-xg4g 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Confidentiality

High
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Low
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