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Summary

CVE CVE-2026-42214

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-07 19:16:01 UTC

Updated 2026-05-12 20:24:32 UTC

Description Notepad Next is a cross-platform, reimplementation of Notepad++. Prior to version 0.14, NotepadNext's detectLanguageFromExtension() function interpolates a file's extension directly into a Lua script without sanitization. An attacker can craft a filename whose extension contains Lua code, which executes automatically when the victim opens the file in NotepadNext. Because luaL_openlibs() is called unconditionally, the full os, io, and package libraries are available to the injected code, enabling arbitrary command execution. This issue has been patched in version 0.14.

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from security-advisories@github.com

CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.000200000 probability, percentile 0.057700000 (date 2026-05-12)

Problem Types: CWE-94 | CWE-94 CWE-94: Improper Control of Generation of Code ('Code
Injection')

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-42214/mitre
https://cve.report/CVE-2026-42214/nist
https://cve.report/CVE-2026-42214/cve_org
https://cve.report/api/cve/CVE-2026-42214.json
https://cve.report/CVE-2026-42214.pdf


CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dail8859 Notepad Next All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Dail8859 NotepadNext affected < 0.14 Not specified

References

Reference Source Link

github.com/dail8859/NotepadNext/commit/f3ca1b10aca52f05fd7f4f5ebf9b566d6... security-advisories@github.com github.com

github.com/dail8859/NotepadNext/security/advisories/GHSA-m5fq-c9x5-w54g 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

github.com/dail8859/NotepadNext/releases/tag/v0.14 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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