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CVE CVE-2026-42302
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 23:16:36 UTC
Updated 2026-05-08 23:16:36 UTC
Description FastGPT is an Al Agent building platform. From version 4.14.10 to before version 4.14.13, the agent-sandbox component o

4 \ |
Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from security-advisories@github.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH

Problem Types: CWE-306 | CWE-306 CWE-306: Missing Authentication for Critical Function

Version Source Type Score Severity Vector
3.1 security-advisories@github.com Secondary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-42302/mitre
https://cve.report/CVE-2026-42302/nist
https://cve.report/CVE-2026-42302/cve_org
https://cve.report/api/cve/CVE-2026-42302.json
https://cve.report/CVE-2026-42302.pdf
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Labring FastGPT affected >= 4.14.10, < 4.14.13 Not specified

References

Reference Source
github.com/labring/FastGPT/security/advisories/GHSA-34rc-438g-7w78 security-advisories@github.com
github.com/labring/FastGPT/releases/tag/v4.14.13 security-advisories@github.com
github.com/labring/FastGPT/commit/9d1cafce9241430fb5bcdd646455055c5f4ae0ad  security-advisories@github.com
github.com/labring/FastGPT/pull/6781 security-advisories@github.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link Tag:
github.com
github.com
github.com
github.com
www.cve.org  canc

nvd.nist.gov  canc

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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