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Summary

CVE CVE-2026-42456

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 23:16:39 UTC

Updated 2026-05-08 23:16:39 UTC

Description AnythingLLM is an application that turns pieces of content into context that any LLM can use as references during chatting. Prior to version 1.12.1, GET /api/workspace/:slug/tts/:chatId in AnythingLLM returns the text-to-speech audio for another user's chat response within the same workspace because the route validates workspace membership but does not enforce ownership of the targeted chat row. As a result, an authenticated user can access another user's private assistant response in audio form if the chatId is known or guessed. This constitutes an insecure direct object reference (IDOR) affecting private chat response content exposed through the TTS endpoint. This issue has been patched in version 1.12.1.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-200 | CWE-639 | CWE-200 CWE-200: Exposure of Sensitive
Information to an Unauthorized Actor | CWE-639 CWE-639: Authorization Bypass Through
User-Controlled Key

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

3.1 CNA DECLARED 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-42456/mitre
https://cve.report/CVE-2026-42456/nist
https://cve.report/CVE-2026-42456/cve_org
https://cve.report/api/cve/CVE-2026-42456.json
https://cve.report/CVE-2026-42456.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Mintplex-Labs Anything-llm affected < 1.12.1 Not specified

References

Reference Source Link Tags

github.com/Mintplex-Labs/anything-llm/security/advisories/GHSA-jwqg-jfg3... security-advisories@github.com github.com

github.com/Mintplex-Labs/anything-llm/commit/4f3f77119d342e5489d1ba7533a... security-advisories@github.com github.com

github.com/Mintplex-Labs/anything-llm/releases/tag/v1.12.1 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Low

Integrity

None

Availability
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