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CVE CVE-2026-42475
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-01 16:16:31 UTC
Updated 2026-05-01 19:16:31 UTC
Description SQL injection vulnerability in MixPHP Framework 2.x thru 2.2.17 via crafted “on" array to the joinOn function in BuildHelper.

Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from ADP
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N

Problem Types: CWE-89 | n/a | CWE-89 CWE-89 Improper Neutralization of Special
Elements used in an SQL Command ('SQL Injection’)

Version Source Type Score Severity Vector
3.1 ADP DECLARED 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/l:L/A:N
3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0  Secondary 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/AN
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Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference Source

github.com/mix-php/mix/blob/v2.2.17/src/database/src/Helper/BuildHelper.php cve@mitre.org

gist.github.com/sglnnora/fa46386840fe978a30d7e53c458f2975 cve@mitre.org
github.com/mix-php/mix cve@mitre.org
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
github.com

gist.github.com

github.com
WWW.CVe.org canonical
nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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