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Summary

CVE CVE-2026-42572

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-14 18:16:47 UTC

Updated 2026-05-14 18:26:39 UTC

Description Hatchet is a platform for orchestrating background tasks, AI agents, and durable workflows at scale. Prior to 0.83.39, a missing authorization directive on the GET /api/v1/stable/dags/tasks endpoint caused Hatchet's tenant-membership check to be skipped for this route. A user authenticated to any tenant on the same Hatchet instance could query the endpoint with another tenant's UUID and a DAG UUID belonging to that tenant, and receive task metadata for that DAG. This vulnerability is fixed in 0.83.39.

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000280000 probability, percentile 0.081670000 (date 2026-05-18)

Problem Types: CWE-639 | CWE-863 | CWE-639 CWE-639: Authorization Bypass Through
User-Controlled Key | CWE-863 CWE-863: Incorrect Authorization

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 5.3 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N

3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-42572/mitre
https://cve.report/CVE-2026-42572/nist
https://cve.report/CVE-2026-42572/cve_org
https://cve.report/api/cve/CVE-2026-42572.json
https://cve.report/CVE-2026-42572.pdf


CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hatchet-dev Hatchet affected < 0.83.38 Not specified

References

Reference Source Link Tags

github.com/hatchet-dev/hatchet/security/advisories/GHSA-55gc-6fmc-fpx9 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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High

Integrity

None

Availability

None

http://cve.report/vendor/hatchet-dev
http://cve.report/software/hatchet-dev/hatchet
https://github.com/hatchet-dev/hatchet/security/advisories/GHSA-55gc-6fmc-fpx9
https://www.cve.org/CVERecord?id=CVE-2026-42572
https://nvd.nist.gov/vuln/detail/CVE-2026-42572
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	Hatchet: Cross-tenant information disclosure in `listTasksByDAGIds`
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References


