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PUBLISHED

mitre

Source Priority CVE Program / NVD first with legacy fallback

2026-04-29 04:16:41 UTC
2026-04-30 15:48:26 UTC

GCHQ CyberChef before 11.0.0 allows XSS via Show Base64 offsets, as demonstrated by the /#recipe=Show_Base64_off
| i

Risk And Classification

Version

3.1

3.1

Primary CVSS: v3.1 7.2 HIGH from cve@mitre.org
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
EPSS: 0.000130000 probability, percentile 0.021090000 (date 2026-05-05)

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation (XSS or 'Cross-site Scripting')

Source Type Score Severity Vector
cve@mitre.org Secondary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
CNA CVSS 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low
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=
=

Jser Interaction

3cope

Changed

>onfidentiality

Low

eges Required


https://cve.report/
https://cve.report/CVE-2026-42615/mitre
https://cve.report/CVE-2026-42615/nist
https://cve.report/CVE-2026-42615/cve_org
https://cve.report/api/cve/CVE-2026-42615.json
https://cve.report/CVE-2026-42615.pdf

ntegrity

Low

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

[ ]

Vendor Declared Affected Products

Source Vendor Product Version

CNA GCHQ CyberChef affected 11.0.0 semver

Reference Source
github.com/gchq/CyberChef/pull/2346 cve@mitre.org
github.com/gchg/CyberChef/issues/2344 cve@mitre.org

github.com/gchq/CyberChef/commit/9641ae07f92e9af50f10e978385465b2f4a36c4d  cve@mitre.org

github.com/gchg/CyberChef/compare/v10.24.0...v11.0.0 cve@mitre.org
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Platforms

Not specified

References

Link
github.com
github.com
github.com
github.com
WWW.CVe.org

nvd.nist.gov

Tags

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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