
net/mlx5: Fix switchdev mode rollback in case of failure
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2026-43012

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-01 15:16:45 UTC

Updated 2026-05-01 15:24:14 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net/mlx5: Fix switchdev mode rollback in case of failure If for some internal reason switchdev mode fails, we rollback to legacy mode, before this patch, rollback will unregister the uplink netdev and leave it unregistered causing the below kernel bug. 

Risk And Classification

EPSS: 0.000180000 probability, percentile 0.046430000 (date 2026-05-05)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected de85624c623dbb5fdb3ae7b08b66894a072c0cc0 2ebb13f3e8be0b61f72425b34cce60c8b6ad1891 git

CNA Linux Linux affected 2a4f56fbcc473d8faeb29b73082df39efbe5893c e27153b2bd6e6699b544ac4dfa35d167bed5e642 git

CNA Linux Linux affected 2a4f56fbcc473d8faeb29b73082df39efbe5893c 4363698838b7ec6e8d85b179495889aa7e522f91 git

CNA Linux Linux affected 2a4f56fbcc473d8faeb29b73082df39efbe5893c 403186400a1a6166efe7031edc549c15fee4723f git

CNA Linux Linux affected 6.13

CNA Linux Linux unaffected 6.13 semver

CNA Linux Linux unaffected 6.12.81 6.12.* semver

CNA Linux Linux unaffected 6.18.22 6.18.* semver

CNA Linux Linux unaffected 6.19.12 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/4363698838b7ec6e8d85b179495889aa7e522f91 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/403186400a1a6166efe7031edc549c15fee4723f 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/2ebb13f3e8be0b61f72425b34cce60c8b6ad1891 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/e27153b2bd6e6699b544ac4dfa35d167bed5e642 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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