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Summary

CVE CVE-2026-43055

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-01 15:16:52 UTC

Updated 2026-05-03 07:16:24 UTC

Description In the Linux kernel, the following vulnerability has been resolved: scsi: target: file: Use kzalloc_flex for aio_cmd The target_core_file doesn't initialize the aio_cmd->iocb for the ki_write_stream. When a write command fd_execute_rw_aio() is executed, we may get a bogus ki_write_stream value, causing unintended write failure status when checking iocb->ki_write_stream > max_write_streams in the block device. 

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000170000 probability, percentile 0.040880000 (date 2026-05-02)

Version Source Type Score Severity Vector

3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2026-43055/mitre
https://cve.report/CVE-2026-43055/nist
https://cve.report/CVE-2026-43055/cve_org
https://cve.report/api/cve/CVE-2026-43055.json
https://cve.report/CVE-2026-43055.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 732f25a2895a8c1c54fb56544f0b1e23770ef4d7 ce54802fe6bb78eb0feffc66fed6a45d41ffc3ab git

CNA Linux Linux affected 732f25a2895a8c1c54fb56544f0b1e23770ef4d7 4eaff1728d0e69b95933412241bbccf4f797dba8 git

CNA Linux Linux affected 732f25a2895a8c1c54fb56544f0b1e23770ef4d7 01f784fc9d0ab2a6dac45ee443620e517cb2a19b git

CNA Linux Linux affected 6.16

CNA Linux Linux unaffected 6.16 semver

CNA Linux Linux unaffected 6.18.22 6.18.* semver

CNA Linux Linux unaffected 6.19.12 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/01f784fc9d0ab2a6dac45ee443620e517cb2a19b 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/ce54802fe6bb78eb0feffc66fed6a45d41ffc3ab 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/4eaff1728d0e69b95933412241bbccf4f797dba8 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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