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Summary

CVE CVE-2026-43062

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-05 16:16:15 UTC

Updated 2026-05-08 13:16:37 UTC

Description In the Linux kernel, the following vulnerability has been resolved: Bluetooth: L2CAP: Fix type confusion in l2cap_ecred_reconf_rsp() 

Risk And Classification

Primary CVSS: v3.1 7.1 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:L

EPSS: 0.000250000 probability, percentile 0.073250000 (date 2026-05-12)

Version Source Type Score Severity Vector

3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67 Secondary 7.1 HIGH CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:L

3.1 CNA DECLARED 7.1 HIGH CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:L

CVSS v3.1 Breakdown

Attack Vector

Adjacent

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

High

https://cve.report/
https://cve.report/CVE-2026-43062/mitre
https://cve.report/CVE-2026-43062/nist
https://cve.report/CVE-2026-43062/cve_org
https://cve.report/api/cve/CVE-2026-43062.json
https://cve.report/CVE-2026-43062.pdf


CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:L

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 21d3ba696918d6373233aac0b9d51fcabdedddc0 git

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 3b94e62caa1dc1198d0d55d97bd710da1dee15d7 git

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 111f74547eee8cfedfb854284e80f35c8a491186 git

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 dd3b221e21079ade8263fbb7176f3d55ad75d3b6 git

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 d90150c72d2e6a8a3079e88755dafcfbe91c746d git

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 5a1ea296f8589ce8f1e3141b2b123b34ad010e19 git

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 f110b8f58b254bf997cec1bd60701b7798e9bb82 git

CNA Linux Linux affected 15f02b91056253e8cdc592888f431da0731337b8 15145675690cab2de1056e7ed68e59cbd0452529 git

CNA Linux Linux affected 5.7

CNA Linux Linux unaffected 5.7 semver

CNA Linux Linux unaffected 5.10.253 5.10.* semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.20 6.18.* semver

CNA Linux Linux unaffected 6.19.10 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/15145675690cab2de1056e7ed68e59cbd0452529 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/3b94e62caa1dc1198d0d55d97bd710da1dee15d7 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/111f74547eee8cfedfb854284e80f35c8a491186 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/f110b8f58b254bf997cec1bd60701b7798e9bb82 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/5a1ea296f8589ce8f1e3141b2b123b34ad010e19 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/21d3ba696918d6373233aac0b9d51fcabdedddc0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/dd3b221e21079ade8263fbb7176f3d55ad75d3b6 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/d90150c72d2e6a8a3079e88755dafcfbe91c746d 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

High

Availability

Low
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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