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Summary

CVE CVE-2026-43080

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-06 10:16:21 UTC

Updated 2026-05-06 13:08:07 UTC

Description In the Linux kernel, the following vulnerability has been resolved: l2tp: Drop large packets with UDP encap syzbot reported a WARN on my patch series [1]. The actual issue is an overflow of 16-bit UDP length field, and it exists in the upstream code. My series added a debug WARN with an overflow check that exposed the issue, that's why syzbot tripped on my patches, rather than on upstream code. 

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 3557baabf28088f49bdf72a048fd33ab62e205b1 9ccce02d501335f59a02f26c878c5e095b16302f git

CNA Linux Linux affected 3557baabf28088f49bdf72a048fd33ab62e205b1 77c1489398c85a844f90205f5e76fd6bc8bb4089 git

CNA Linux Linux affected 3557baabf28088f49bdf72a048fd33ab62e205b1 86534c97abd6365a9a021fd767a2023e63c44469 git

CNA Linux Linux affected 3557baabf28088f49bdf72a048fd33ab62e205b1 f295fe86e22ff0a2ecebf05e30a387e5cf6f6ddc git

CNA Linux Linux affected 3557baabf28088f49bdf72a048fd33ab62e205b1 ebe560ea5f54134279356703e73b7f867c89db13 git

CNA Linux Linux affected 2.6.23

CNA Linux Linux unaffected 2.6.23 semver

CNA Linux Linux unaffected 6.6.136 6.6.* semver

CNA Linux Linux unaffected 6.12.83 6.12.* semver

CNA Linux Linux unaffected 6.18.24 6.18.* semver

CNA Linux Linux unaffected 6.19.14 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/9ccce02d501335f59a02f26c878c5e095b16302f 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/77c1489398c85a844f90205f5e76fd6bc8bb4089 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/ebe560ea5f54134279356703e73b7f867c89db13 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/86534c97abd6365a9a021fd767a2023e63c44469 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/f295fe86e22ff0a2ecebf05e30a387e5cf6f6ddc 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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