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Summary

CVE CVE-2026-43203

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-06 12:16:39 UTC

Updated 2026-05-11 20:10:27 UTC

Description In the Linux kernel, the following vulnerability has been resolved: atm: fore200e: fix use-after-free in tasklets during device removal 

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.000450000 probability, percentile 0.137060000 (date 2026-05-11)

Problem Types: CWE-416

Version Source Type Score Severity Vector

3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2026-43203/mitre
https://cve.report/CVE-2026-43203/nist
https://cve.report/CVE-2026-43203/cve_org
https://cve.report/api/cve/CVE-2026-43203.json
https://cve.report/CVE-2026-43203.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 91f25749aaf57c47ae1e12478144e6ea8c8562f2 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 73fbc5d1a9ccb626937500bbd67136f077d8237b git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 aba0b4bc09376dfc3d53c826514fe38fc8337f52 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 e075ec9b08f862dade8011481058f7eb5f716c57 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 97900f512252a59f23d6ce4ab215cc88fed66e68 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 e4ff4e3ffcf9d5aad380cdd1d8cdc008bb34f97d git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 5189368f10903956be05062d160b2804bf5e5016 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 8930878101cd40063888a68af73b1b0f8b6c79bc git

CNA Linux Linux affected 2.6.12

CNA Linux Linux unaffected 2.6.12 semver

CNA Linux Linux unaffected 5.10.252 5.10.* semver

CNA Linux Linux unaffected 5.15.202 5.15.* semver

CNA Linux Linux unaffected 6.1.165 6.1.* semver

CNA Linux Linux unaffected 6.6.128 6.6.* semver

CNA Linux Linux unaffected 6.12.75 6.12.* semver

CNA Linux Linux unaffected 6.18.16 6.18.* semver

CNA Linux Linux unaffected 6.19.6 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/97900f512252a59f23d6ce4ab215cc88fed66e68 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/5189368f10903956be05062d160b2804bf5e5016 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/73fbc5d1a9ccb626937500bbd67136f077d8237b 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

Integrity

High

Availability

High
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git.kernel.org/stable/c/8930878101cd40063888a68af73b1b0f8b6c79bc 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/91f25749aaf57c47ae1e12478144e6ea8c8562f2 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/aba0b4bc09376dfc3d53c826514fe38fc8337f52 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/e075ec9b08f862dade8011481058f7eb5f716c57 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/e4ff4e3ffcf9d5aad380cdd1d8cdc008bb34f97d 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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