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Summary

CVE CVE-2026-43226

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-06 12:16:42 UTC

Updated 2026-05-08 21:17:34 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net/rds: No shortcut out of RDS_CONN_ERROR RDS connections carry a state "rds_conn_path::cp_state" and transitions from one state to another and are conditional upon an expected state: "rds_conn_path_transition." 

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000680000 probability, percentile 0.208080000 (date 2026-05-12)

Problem Types: NVD-CWE-noinfo

Version Source Type Score Severity Vector

3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None
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https://cve.report/CVE-2026-43226/mitre
https://cve.report/CVE-2026-43226/nist
https://cve.report/CVE-2026-43226/cve_org
https://cve.report/api/cve/CVE-2026-43226.json
https://cve.report/CVE-2026-43226.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca 9bcd7c00691a2db9745817d5ea79262a503b135c git

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca a179ac7be8f5a650d0068040705f4cddd6ca369c git

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca 19e384a7d00d888303a8285977cdf1970c6cccd6 git

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca f0f729bdffb08af32e0f54521b81b8a9e0321f16 git

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca 81248b1eb3c5954cc1fc7b33b7c03e34d20cb8c8 git

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca 899ef00963ce76f9fc421a7d02335fe4ead6389b git

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca 9ff599a9be784a808c36765086e3db2144aa3b66 git

CNA Linux Linux affected 5916e2c1554f3e36f770401c989c3c7fadf619ca ad22d24be635c6beab6a1fdd3f8b1f3c478d15da git

CNA Linux Linux affected 4.8

CNA Linux Linux unaffected 4.8 semver

CNA Linux Linux unaffected 5.10.252 5.10.* semver

CNA Linux Linux unaffected 5.15.202 5.15.* semver

CNA Linux Linux unaffected 6.1.165 6.1.* semver

CNA Linux Linux unaffected 6.6.128 6.6.* semver

CNA Linux Linux unaffected 6.12.75 6.12.* semver

CNA Linux Linux unaffected 6.18.16 6.18.* semver

CNA Linux Linux unaffected 6.19.6 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/9bcd7c00691a2db9745817d5ea79262a503b135c 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/9ff599a9be784a808c36765086e3db2144aa3b66 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/19e384a7d00d888303a8285977cdf1970c6cccd6 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/899ef00963ce76f9fc421a7d02335fe4ead6389b 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

None

Availability

High
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git.kernel.org/stable/c/a179ac7be8f5a650d0068040705f4cddd6ca369c 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/ad22d24be635c6beab6a1fdd3f8b1f3c478d15da 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/81248b1eb3c5954cc1fc7b33b7c03e34d20cb8c8 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/f0f729bdffb08af32e0f54521b81b8a9e0321f16 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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