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Summary

CVE CVE-2026-43254

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-06 12:16:46 UTC

Updated 2026-05-06 13:07:51 UTC

Description In the Linux kernel, the following vulnerability has been resolved: ovpn: tcp - fix packet extraction from stream When processing TCP stream data in ovpn_tcp_recv, we receive large cloned skbs from __strp_rcv that may contain multiple coalesced packets. The current implementation has two bugs: 

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 11851cbd60ea1e5abbd97619d69845ead99303d6 0315bec883c67fa1413c61e504a28dc5bd02eb37 git

CNA Linux Linux affected 11851cbd60ea1e5abbd97619d69845ead99303d6 7dba6cd7fb168d7615194a631c9c100c1c224131 git

CNA Linux Linux affected 11851cbd60ea1e5abbd97619d69845ead99303d6 d4f687fbbce45b5e88438e89b5e26c0c15847992 git

CNA Linux Linux affected 6.16

CNA Linux Linux unaffected 6.16 semver

CNA Linux Linux unaffected 6.18.16 6.18.* semver

CNA Linux Linux unaffected 6.19.6 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/d4f687fbbce45b5e88438e89b5e26c0c15847992 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/7dba6cd7fb168d7615194a631c9c100c1c224131 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/0315bec883c67fa1413c61e504a28dc5bd02eb37 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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