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In the Linux kernel, the following vulnerability has been resolved: xfrm: esp: avoid in-place decrypt on shared skb frags MS(
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Version

affected cac2661c53f35cbe651befdb07026a5a05ab8ce0 abcb440f274a22456ef3e86b45734411678f38f9 git
affected cac2661c53f35cbe651befdb07026a5a05ab8ce0 ab8b995323e5237041472d07e5055f5f7dcdf15b git
affected cac2661c53f35cbe651bef9b07026a5a05ab8ce0 5d55¢7336f8032d434adcch5fab987ccc93ad4aec git
affected cac2661c53f35cbe651befdb07026a5a05ab8ce0 50ed1e7873100f77abad20fd31c51029bc49cd03 git
affected cac2661c53f35cbe651bef9b07026a5a05ab8cel b54edf1e9a3fd3491bdcb82a21f8d21315271e0d git
affected cac2661c53f35che651befdb07026a5a05ab8ce0 71a1d9d985d26716f74d21f18ee8cac821b06e97 git
affected cac2661c53f35cbe651bef9b07026a5a05ab8ce0 52646cbd00e765a6db9c3afe953526218276034 git
affected 4.11

unaffected 4.11 semver

unaffected 5.10.255 5.10." semver

unaffected 5.15.205 5.15. semver

unaffected 6.1.171 6.1." semver

unaffected 6.6.138 6.6.* semver

unaffected 6.12.87 6.12.* semver

unaffected 6.18.28 6.18.* semver

unaffected 7.0.5 7.0.* semver
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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