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Summary

CVE CVE-2026-43336

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 14:16:43 UTC

Updated 2026-05-11 08:16:10 UTC

Description In the Linux kernel, the following vulnerability has been resolved: lib/crypto: chacha: Zeroize permuted_state before it leaves scope 

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000240000 probability, percentile 0.070400000 (date 2026-05-10)

Version Source Type Score Severity Vector

3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

None

https://cve.report/
https://cve.report/CVE-2026-43336/mitre
https://cve.report/CVE-2026-43336/nist
https://cve.report/CVE-2026-43336/cve_org
https://cve.report/api/cve/CVE-2026-43336.json
https://cve.report/CVE-2026-43336.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 e90ee961af515a484f091678ce58a4c3f7b73b02 git

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 b416a4245f04a450c67a13e6d96056c37c5b33fe git

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 bd62d9b44464a6c20a34a74068e7a784d0afa04a git

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 066c760acead1fb743bae294dbd89f479ae43b9b git

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 1d761e5a7340c46479fb2399598f331e4fe2c633 git

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 1933249263c3a98df79992f61a566476e4163bcc git

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 91999af43ca2125e3b2c18fcfc02912ada02efc3 git

CNA Linux Linux affected c08d0e647305c3f8f640010a56c9e4bafb9488d3 e5046823f8fa3677341b541a25af2fcb99a5b1e0 git

CNA Linux Linux affected 4.2

CNA Linux Linux unaffected 4.2 semver

CNA Linux Linux unaffected 5.10.253 5.10.* semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.169 6.1.* semver

CNA Linux Linux unaffected 6.6.135 6.6.* semver

CNA Linux Linux unaffected 6.12.82 6.12.* semver

CNA Linux Linux unaffected 6.18.22 6.18.* semver

CNA Linux Linux unaffected 6.19.12 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/e5046823f8fa3677341b541a25af2fcb99a5b1e0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/e90ee961af515a484f091678ce58a4c3f7b73b02 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/1d761e5a7340c46479fb2399598f331e4fe2c633 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/bd62d9b44464a6c20a34a74068e7a784d0afa04a 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/b416a4245f04a450c67a13e6d96056c37c5b33fe 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/91999af43ca2125e3b2c18fcfc02912ada02efc3 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/1933249263c3a98df79992f61a566476e4163bcc 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/066c760acead1fb743bae294dbd89f479ae43b9b 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

None

Availability

None
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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