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Summary

CVE CVE-2026-43441

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 15:16:56 UTC

Updated 2026-05-11 08:16:14 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net: bonding: Fix nd_tbl NULL dereference when IPv6 is disabled 

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000240000 probability, percentile 0.070400000 (date 2026-05-10)

Version Source Type Score Severity Vector

3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None
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https://cve.report/CVE-2026-43441/mitre
https://cve.report/CVE-2026-43441/nist
https://cve.report/CVE-2026-43441/cve_org
https://cve.report/api/cve/CVE-2026-43441.json
https://cve.report/CVE-2026-43441.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 4e24be018eb9dbcefa4b01c07e298b147dc1a4d7 49dbfcb70eca5f6f9043594e1e323c74c39e3863 git

CNA Linux Linux affected 4e24be018eb9dbcefa4b01c07e298b147dc1a4d7 cf6099ef493b94e140b0fad52482a78853115318 git

CNA Linux Linux affected 4e24be018eb9dbcefa4b01c07e298b147dc1a4d7 c78f01abe535853f13f0b26cd5b1d2f19bf52e2f git

CNA Linux Linux affected 4e24be018eb9dbcefa4b01c07e298b147dc1a4d7 95faa1459b83fa544191e82ccc73856f03b7741f git

CNA Linux Linux affected 4e24be018eb9dbcefa4b01c07e298b147dc1a4d7 c9c238066fb254dabf65e27379f93c56112c5b96 git

CNA Linux Linux affected 4e24be018eb9dbcefa4b01c07e298b147dc1a4d7 30021e969d48e5819d5ae56936c2f34c0f7ce997 git

CNA Linux Linux affected 5.18

CNA Linux Linux unaffected 5.18 semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.19 6.18.* semver

CNA Linux Linux unaffected 6.19.9 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/49dbfcb70eca5f6f9043594e1e323c74c39e3863 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/c78f01abe535853f13f0b26cd5b1d2f19bf52e2f 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/95faa1459b83fa544191e82ccc73856f03b7741f 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/cf6099ef493b94e140b0fad52482a78853115318 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/c9c238066fb254dabf65e27379f93c56112c5b96 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/30021e969d48e5819d5ae56936c2f34c0f7ce997 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

None

Availability

High
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There are currently no legacy QID mappings associated with this CVE.
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