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CVE CVE-2026-43442
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 15:16:56 UTC
Updated 2026-05-11 08:16:14 UTC
Description In the Linux kernel, the following vulnerability has been resolved: io_uring: fix physical SQE bounds check for SQE_MIXED
1 | |

Risk And Classification |

Primary CVSS: v3.1 7.1 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

EPSS: 0.000180000 probability, percentile 0.050890000 (date 2026-05-10)

Version Source Type Score Severity Vector
3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67  Secondary 7.1 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H
3.1 CNA DECLARED 7.1 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

CVSS v3.1 Breakdown

\ttack Vector
\ttack Complexity
’rivileges Required

Jser Interaction

3cope

>onfidentiality

ntegrity


https://cve.report/
https://cve.report/CVE-2026-43442/mitre
https://cve.report/CVE-2026-43442/nist
https://cve.report/CVE-2026-43442/cve_org
https://cve.report/api/cve/CVE-2026-43442.json
https://cve.report/CVE-2026-43442.pdf

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

1 [

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1cba30bf9fdd6c982708f3587f609a30c370d889 1f794f9bed3e5cf7250a3b4daf112a72ed1513e9 git
CNA Linux Linux affected 1cba30bf9fdd6c982708f3587f609a30c370d889 6f02c6b196036dbb6defb4647d8707d29b7fe95b git
CNA Linux Linux affected 6.19

CNA Linux Linux unaffected 6.19 semver

CNA Linux Linux unaffected 6.19.9 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
1
Reference Source Link Tags

git.kernel.org/stable/c/6f02c6b196036dbb6defb4647d8707d29b7fe95b  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

git.kernel.org/stable/c/1f794f9bed3e5cf7250a3b4daf112a72ed1513e9  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

CVE Program record CVE.ORG Www.cve.org — canonica
NVD vulnerability detail NVD nvd.nist.gov  canonica
A D

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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