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Summary

CVE CVE-2026-43467

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-08 15:16:59 UTC

Updated 2026-05-08 15:16:59 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net/mlx5: Fix crash when moving to switchdev mode When moving to switchdev mode when the device doesn't support IPsec, we try to clean up the IPsec resources anyway which causes the crash below, fix that by correctly checking for IPsec support before trying to clean up its resources. 

Risk And Classification

EPSS: 0.000180000 probability, percentile 0.047390000 (date 2026-05-10)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 7e212cebc863c2c7a82f480446cd731721451691 05c9a6df3646cdd25e0e10e6ef2d20cdba3ed8f9 git

CNA Linux Linux affected 664f76be38a18c61151d0ef248c7e2f3afb4f3c7 835778685f157b4fd4683b670cfe4010265bac60 git

CNA Linux Linux affected 664f76be38a18c61151d0ef248c7e2f3afb4f3c7 bc72f739f398d9d2e4f3d06f3f75fe98876d5579 git

CNA Linux Linux affected 664f76be38a18c61151d0ef248c7e2f3afb4f3c7 24b2795f9683e092dc22a68f487e7aaaf2ddafea git

CNA Linux Linux affected 8956686d398eca6d324d2d164f9d2a281175a3a1 git

CNA Linux Linux affected 6.18

CNA Linux Linux unaffected 6.18 semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.19 6.18.* semver

CNA Linux Linux unaffected 6.19.9 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/bc72f739f398d9d2e4f3d06f3f75fe98876d5579 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/05c9a6df3646cdd25e0e10e6ef2d20cdba3ed8f9 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/24b2795f9683e092dc22a68f487e7aaaf2ddafea 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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git.kernel.org/stable/c/835778685f157b4fd4683b670cfe4010265bac60 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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