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Summary

CVE CVE-2026-43527

State PUBLISHED

Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-05 12:16:18 UTC

Updated 2026-05-05 19:32:49 UTC

Description OpenClaw before 2026.4.14 contains a server-side request forgery vulnerability in browser SSRF policy that allows private-network navigation by default. Attackers can exploit this misconfiguration to access internal services or metadata endpoints through browser-driven requests.

Risk And Classification

Primary CVSS: v4.0 6.3 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000320000 probability, percentile 0.093150000 (date 2026-05-05)

Problem Types: CWE-918 | CWE-1188 | CWE-918 CWE-918 Server-Side Request Forgery
(SSRF) | CWE-1188 CWE-1188 Initialization of a Resource with an Insecure Default

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 6.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 6.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N

3.1 disclosure@vulncheck.com Primary 7.7 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

3.1 CNA CVSS 7.7 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

https://cve.report/
https://cve.report/CVE-2026-43527/mitre
https://cve.report/CVE-2026-43527/nist
https://cve.report/CVE-2026-43527/cve_org
https://cve.report/api/cve/CVE-2026-43527.json
https://cve.report/CVE-2026-43527.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA OpenClaw OpenClaw affected 2026.4.14 semver Not specified

CNA OpenClaw OpenClaw unaffected 2026.4.14 semver Not specified

Low

User Interaction

None

Confidentiality

None

Integrity

None

Availability

None

Sub Conf.

High

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Changed

Confidentiality

High

Integrity

None

Availability

None

http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw
http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw


References

Reference Source Link Tags

github.com/openclaw/openclaw/commit/024f4614a1a1831406e763adc40ef226e3d5... disclosure@vulncheck.com github.com

github.com/openclaw/openclaw/commit/213c36cf51121ef6c05cfccd78037371f968... disclosure@vulncheck.com github.com

github.com/openclaw/openclaw/commit/1dabfef28db523e7de81edeb3dd689e91712... disclosure@vulncheck.com github.com

www.vulncheck.com/advisories/openclaw-server-side-request-forgery-via-private-n... disclosure@vulncheck.com www.vulncheck.com

github.com/openclaw/openclaw/commit/7eecfa411df3d12e6b810e6ca5df47254fc3... disclosure@vulncheck.com github.com

github.com/openclaw/openclaw/security/advisories/GHSA-53vx-pmqw-863c disclosure@vulncheck.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: dhyabi2 (en)

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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