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Remote Marketplace Repository Path Handling
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CVE CVE-2026-43570
State PUBLISHED
Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-05 12:16:20 UTC
Updated 2026-05-05 19:32:49 UTC
Description OpenClaw versions 2026.3.22 before 2026.4.5 contain a symlink traversal vulnerability in remote marketplace repository pe
1 | |

Risk And Classification |

Primary CVSS: v4.0 6 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:P/NC:H/VIEN/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000360000 probability, percentile 0.105410000 (date 2026-05-05)
Problem Types: CWE-61 | CWE-61 CWE-61 UNIX Symbolic Link (Symlink) Following

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 6 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:N/VA:N/SC:N/SI:N/S¢
4.0 CNA CVSS 6 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:N/VA:N/SC:N/SI:N/S/
3.1 disclosure@vulncheck.com  Primary 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

3.1 CNA CVSS 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

/ | i

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

’rivileges Required


https://cve.report/
https://cve.report/CVE-2026-43570/mitre
https://cve.report/CVE-2026-43570/nist
https://cve.report/CVE-2026-43570/cve_org
https://cve.report/api/cve/CVE-2026-43570.json
https://cve.report/CVE-2026-43570.pdf

Jser Interaction

>onfidentiality

sub Availability

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC :X/MAT:X/MPR:X/MULX/MVC:X/MVI:X/MVA:X/MSC :X/MSIX/MSA:X/S X/AUX/R:X/V:X/RE:X/U:X

« i

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N

d L

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA OpenClaw OpenClaw affected 2026.3.22 2026.4.5 semver Not specified
CNA OpenClaw OpenClaw unaffected 2026.4.5 semver Not specified



http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw
http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw

Reference Source
github.com/openclaw/openclaw/security/advisories/GHSA-cr8r-7g2h-6wr6 disclosure@vulncheck.com
github.com/openclaw/openclaw/commit/94b0062e90467e1582b47cc971f308457¢53...  disclosure@vulncheck.com
github.com/openclaw/openclaw/commit/b1dd3ded3589f6fa60ab85b3930a82d538ed...  disclosure@vulncheck.com
www.vulncheck.com/advisories/openclaw-symlink-traversal-in-remote-marketplace-r...  disclosure@vulncheck.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link

github.com
github.com
github.com
www.vulncheck.com
WWW.CVe.org

nvd.nist.gov

Vendor Comments And Credit

Discovery Credit
CNA: zsx (@zsxsoft) (en)

CNA: KeenSecurityLab (en)

There are currently no legacy QID mappings associated with this CVE.
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