D -It-E < 3.21 Path Traversal Arbitrary Fil
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CVE CVE-2026-43616
State PUBLISHED
Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-04 18:16:32 UTC
Updated 2026-05-04 18:16:32 UTC
Description Detect-1t-Easy prior to 3.21 contains a path traversal vulnerability that allows attackers to write arbitrary files to the filesystel
1 | |

Risk And Classification |

Primary CVSS: v4.0 6.8 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:A/NC:N/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

Problem Types: CWE-23 | CWE-23 CWE-23: Relative Path Traversal

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 6.8 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:A/NC:N/VI:H/VA:H/SC:N/SI:N/S#
4.0 CNA CVSS 6.8 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:A/NC:N/VI:H/VA:H/SC:N/SI:N/S#
3.1 disclosure@vulncheck.com Primary 7.1 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:H

3.1 CNA CVSS 7.1 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:H

‘ | 0}

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2026-43616/mitre
https://cve.report/CVE-2026-43616/nist
https://cve.report/CVE-2026-43616/cve_org
https://cve.report/api/cve/CVE-2026-43616.json
https://cve.report/CVE-2026-43616.pdf
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CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:A/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged
>onfidentiality
ntegrity

\vailability

CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Horsicq DIE-engine affected 3.21.0 semver Not specified

References

Reference Source Link

aithiih com/harsica/X Archive/commit/Ga?2aal4c2fd120h704f76bhAcherl3e9hha7a0fee disclosiire@wviiincheck com  aithiib com


http://cve.report/vendor/horsicq
http://cve.report/software/horsicq/DIE-engine
https://github.com/horsicq/XArchive/commit/6a2aa84c2fd120b704f76bb5c5ee3e9b5a7a0fcc
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www.vulncheck.com/advisories/detect-it-easy-path-traversal-arbitrary-file-write disclosure@vulncheck.com
github.com/horsicg/DIE-engine/commit/cbbe1688e58ffd430d284bf65f336973f08... disclosure@vulncheck.com
github.com/horsicq/DIE-engine/commit/7fd300b926daf19707b2a36f0abe8b60a51... disclosure@vulncheck.com
github.com/horsicg/Detect-It-Easy disclosure@vulncheck.com

github.com/horsicqg/Formats/commit/56cdf50ee3c72c56284e2819b23e98332842d259  disclosure@vulncheck.com

github.com/horsicq/DIE-engine/releases/tag/3.21 disclosure@vulncheck.com
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Discovery Credit

CNA: Mobasi Security Team (en)

There are currently no legacy QID mappings associated with this CVE.
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