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PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2026-05-05 20:16:39 UTC

2026-05-05 20:16:39 UTC

In ProFTPD through 1.3.9a before 7666224, a SQL injection vulnerability in sqltab_fetch_clients_cb() in contrib/mod_wrap2
| i

Risk And Classification

Primary CVSS: v3.1 8.1 HIGH from cve@mitre.org
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-89 | CWE-89 CWE-89 Improper Neutralization of Special Elements
used in an SQL Command ('SQL Injection’)

Version Source Type Score Severity Vector
3.1 cve@mitre.org Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-44331/mitre
https://cve.report/CVE-2026-44331/nist
https://cve.report/CVE-2026-44331/cve_org
https://cve.report/api/cve/CVE-2026-44331.json
https://cve.report/CVE-2026-44331.pdf

\vailability

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA ProFTPD ProFTPD affected 1.3.9a custom Not specified
Reference Source Link Tags
github.com/proftpd/proftpd/issues/2057 cve@mitre.org  github.com

github.com/proftpd/proftpd/commit/766622456440fbca33abd7927¢c523673a11d1ed1  cve@mitre.org github.com
CVE Program record CVE.ORG www.cve.org  canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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