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Summary

CVE CVE-2026-44516

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-14 17:16:23 UTC

Updated 2026-05-14 18:14:47 UTC

Description Valtimo is an open-source business process automation platform. From 12.4.0 to 12.33.0 and 13.26.0, the LoggingRestClientCustomizer in the web module automatically intercepts all outgoing HTTP calls made via Spring's RestClient and logs the full request body, response body, and response headers. When an error response is received, this information is included in the thrown HttpClientErrorException message, which is logged at ERROR level by Spring's default exception handling — regardless of the application's DEBUG log level setting. This vulnerability is fixed in 12.33.0 and 13.26.0.

Risk And Classification

Primary CVSS: v3.1 7.6 HIGH from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:L/A:N

Problem Types: CWE-532 | CWE-532 CWE-532: Insertion of Sensitive Information into Log
File

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 7.6 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:L/A:N

3.1 CNA DECLARED 7.6 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Changed

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-44516/mitre
https://cve.report/CVE-2026-44516/nist
https://cve.report/CVE-2026-44516/cve_org
https://cve.report/api/cve/CVE-2026-44516.json
https://cve.report/CVE-2026-44516.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Valtimo-platform Valtimo affected >= 12.4.0, < 12.33.0 Not specified

CNA Valtimo-platform Valtimo affected >= 13.0.0, < 13.26.0 Not specified

CNA Com.ritense.valtimo Web affected >= 12.4.0, < 12.33.0 Not specified

CNA Com.ritense.valtimo Web affected >= 13.0.0, < 13.26.0 Not specified

References

Reference Source Link Tags

github.com/valtimo-platform/valtimo/security/advisories/GHSA-3jh5-rr2q-xfv7 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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