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Summary

CVE CVE-2026-4600

State PUBLISHED

Assigner snyk

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-23 06:16:21 UTC

Updated 2026-04-29 01:00:01 UTC

Description Versions of the package jsrsasign before 11.1.1 are vulnerable to Improper Verification of Cryptographic Signature via the DSA domain-parameter validation in KJUR.crypto.DSA.setPublic (and the related DSA/X509 verification flow in src/dsa-2.0.js). An attacker can forge DSA signatures or X.509 certificates that X509.verifySignature() accepts by supplying malicious domain parameters such as g=1, y=1, and a fixed r=1, which make the verification equation true for any hash.

Risk And Classification

Primary CVSS: v4.0 8.1 HIGH from report@snyk.io

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-347 | CWE-347 Improper Verification of Cryptographic Signature |
CWE-347 CWE-347 Improper Verification of Cryptographic Signature

Version Source Type Score Severity Vector

4.0 report@snyk.io Secondary 8.1 HIGH CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:P/C...

4.0 CNA DECLARED 9.1 CRITICAL CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:P

3.1 nvd@nist.gov Primary 9.1 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N

3.1 report@snyk.io Secondary 7.4 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N

3.1 CNA DECLARED 7.4 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N/E:P

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

High

Attack Requirements

None

Privileges Required

None

User Interaction

https://cve.report/
https://cve.report/CVE-2026-4600/mitre
https://cve.report/CVE-2026-4600/nist
https://cve.report/CVE-2026-4600/cve_org
https://cve.report/api/cve/CVE-2026-4600.json
https://cve.report/CVE-2026-4600.pdf


CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jsrsasign Project Jsrsasign All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

User Interaction

None

Confidentiality

High

Integrity

High

Availability

None

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

None

http://cve.report/vendor/jsrsasign_project
http://cve.report/software/jsrsasign_project/jsrsasign


CNA Na Jsrsasign affected 11.1.1 semver Not specified

References

Reference Source Link

security.snyk.io/vuln/SNYK-JS-JSRSASIGN-15370940 report@snyk.io security.snyk.io

github.com/kjur/jsrsasign/pull/646 report@snyk.io github.com

github.com/kjur/jsrsasign/commit/37b4c06b145c7bfd6bc2a6df5d0a12c56b15ef60 report@snyk.io github.com

gist.github.com/Kr0emer/bf15ddc097176e951659a24a8e9002a7 134c704f-9b21-4f2e-91b3-4a467353bcc0 gist.github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Kr0emer (en)

There are currently no legacy QID mappings associated with this CVE.
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