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CVE CVE-2026-4631
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 17:16:38 UTC
Updated 2026-04-07 17:16:38 UTC
Description Cockpit's remote login feature passes user-supplied hostnames and usernames from the web interface to the SSH client wi
1 | 0|

Risk And Classification |

Primary CVSS: v3.1 9.8 CRITICAL from secalert@redhat.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-78 | CWE-78 Improper Neutralization of Special Elements used in an
OS Command ('OS Command Injection’)

Version Source Type Score Severity Vector
3.1 secalert@redhat.com Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-4631/mitre
https://cve.report/CVE-2026-4631/nist
https://cve.report/CVE-2026-4631/cve_org
https://cve.report/api/cve/CVE-2026-4631.json
https://cve.report/CVE-2026-4631.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Red Hat Red Hat Enterprise Linux 10 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 7 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 8 Not specified Not specified
CNA Red Hat Red Hat Enterprise Linux 9 Not specified Not specified

Reference Source Link Tags
bugzilla.redhat.com/show_bug.cgi secalert@redhat.com bugzilla.redhat.com
access.redhat.com/security/cve/CVE-2026-4631 secalert@redhat.com access.redhat.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Red Hat would like to thank Florian Kohnhauser for reporting this issue. (en)

Additional Advisory Data

Source Time Event
CNA 2026-03-23T08:22:37.323Z Reported to Red Hat.
CNA 2026-04-07T15:52:00.000Z Made public.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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