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CVE CVE-2026-4640
State PUBLISHED
Assigner tweert

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-24 05:16:25 UTC
Updated 2026-04-15 16:27:42 UTC
Description Vitals ESP developed by Galaxy Software Services has a Missing Authentication vulnerability, allowing unauthenticated rer

| |

Risk And Classification

Version Source Type

4.0 twcert@cert.org.tw  Secondary
4.0 CNA CVSS

3.1 tweert@cert.org.tw  Primary
3.1 CNA CVSS

Primary CVSS: v4.0 8.7 HIGH from twcert@cert.org.tw

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULIN/VC:H/VI:N/VA:N/SC:N/SEEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-306 | CWE-306 CWE-306 Missing authentication for critical function

Score Severity Vector

8.7

8.7

7.5

HIGH

HIGH

HIGH

HIGH

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/C

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2026-4640/mitre
https://cve.report/CVE-2026-4640/nist
https://cve.report/CVE-2026-4640/cve_org
https://cve.report/api/cve/CVE-2026-4640.json
https://cve.report/CVE-2026-4640.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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Unchanged

Sonfidentiality

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gss Vitalsesp All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Galaxv Software Services Vitals FSP affected 6 3 ciistom Not snecified


http://cve.report/vendor/gss
http://cve.report/software/gss/vitalsesp
http://cve.report/vendor/Galaxy_Software_Services
http://cve.report/software/Galaxy_Software_Services/Vitals_ESP

R

References

Reference Source
www.twcert.org.tw/tw/cp-132-10794-704a2-1.html tweert@cert.org.tw
www.twcert.org.tw/en/cp-139-10795-25784-2.html tweert@cert.org.tw
CVE Program record CVE.ORG

NVD vulnerability detail NVD

Link
www.twcert.org.tw
www.twcert.org.tw
WWW.Ccve.org

nvd.nist.gov

Tags

Third Party Advisory
Third Party Advisory
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Solutions

CNA: Contact the vendor to obtain the patch.

There are currently no legacy QID mappings associated with this CVE.
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https://www.twcert.org.tw/tw/cp-132-10794-704a2-1.html
https://www.twcert.org.tw/en/cp-139-10795-25784-2.html
https://www.cve.org/CVERecord?id=CVE-2026-4640
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