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Summary

CVE CVE-2026-4946

State PUBLISHED

Assigner AHA

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-29 20:16:12 UTC

Updated 2026-03-30 15:16:33 UTC

Description Ghidra versions prior to 12.0.3 improperly process annotation directives embedded in automatically extracted binary data, resulting in arbitrary command execution when an analyst interacts with the UI. Specifically, the @execute annotation (which is intended for trusted, user-authored comments) is also parsed in comments generated during auto-analysis (such as CFStrings in Mach-O binaries). This allows a crafted binary to present seemingly benign clickable text which, when clicked, executes attacker-controlled commands on the analyst’s machine.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from cve@takeonme.org

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.000440000 probability, percentile 0.133390000 (date 2026-04-01)

Problem Types: CWE-78 | CWE-78 CWE-78 Improper neutralization of special elements
used in an OS command ('OS command injection')

Version Source Type Score Severity Vector

3.1 cve@takeonme.org Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

3.1 CNA CVSS 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-4946/mitre
https://cve.report/CVE-2026-4946/nist
https://cve.report/CVE-2026-4946/cve_org
https://cve.report/CVE-2026-4946.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA NSA Ghidra affected 12.0.3 semver Not specified

References

Reference Source Link

github.com/NationalSecurityAgency/ghidra/security/advisories/GHSA-mc3p-m... cve@takeonme.org github.com

takeonme.org/gcves/GCVE-1337-2026-0000000000000000000000000000000000000000... 134c704f-9b21-4f2e-91b3-4a467353bcc0 takeonme.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Mobasi Security Team (en)

CNA: todb of AHA! (en)

There are currently no legacy QID mappings associated with this CVE.
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