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CVE CVE-2026-5229
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-15 09:16:16 UTC
Updated 2026-05-15 09:16:16 UTC
Description The Form Notify plugin for WordPress is vulnerable to Authentication Bypass in versions up to and including 1.1.10. This is
A | L]

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from security@wordfence.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-287 | CWE-287 CWE-287 Improper Authentication

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-5229/mitre
https://cve.report/CVE-2026-5229/nist
https://cve.report/CVE-2026-5229/cve_org
https://cve.report/api/cve/CVE-2026-5229.json
https://cve.report/CVE-2026-5229.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

J B

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA M615926  Receive Notifications After Form Submitting Form Notify For Any Forms affected 1.1.10 semver  Not specified

References

Reference Source Link

plugins.trac.wordpress.org/browser/form-notify/tags/1.1.08/src/APls/Line/Login/User.php  security@wordfence.com plugins.trac.wordpres:
plugins.trac.wordpress.org/browser/form-notify/trunk/src/APls/Line/Login/User.php security@wordfence.com plugins.trac.wordpres:
plugins.trac.wordpress.org/changeset security@wordfence.com  plugins.trac.wordpres:

plugins.trac.wordpress.org/browser/form-notify/tags/1.1.08/src/APls/Line/Login/Route.php  security@wordfence.com plugins.trac.wordpres:

plugins.trac.wordpress.org/browser/form-notify/trunk/src/APls/Line/Login/Route.php security@wordfence.com  plugins.trac.wordpres:
plugins.trac.wordpress.org/browser/form-notify/trunk/src/APls/Line/Login/User.php security@wordfence.com  plugins.trac.wordpres:
github.com/oberonlai/form-notify/commit/5eabOea security@wordfence.com  github.com

plugins.trac.wordpress.org/browser/form-notify/tags/1.1.08/src/APls/Line/Login/User.php  security@wordfence.com plugins.trac.wordpres:

github.com/oberonlai/form-notify/commit/9780764 security@wordfence.com  github.com
www.wordfence.com/threat-intel/vulnerabilities/id/2f0a7d6f-9b95-4052-bab3-85aca... security@wordfence.com  www.wordfence.com
CVE Program record CVE.ORG WWW.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit
CNA: Nabil Irawan (en)

Additional Advisory Data

Source Time Event
CNA 2026-05-14T03:50:43.000Z Vendor Notified
CNA 2026-05-14T18:59:36.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/m615926
http://cve.report/software/m615926/Receive_Notifications_After_Form_Submitting__Form_Notify_for_Any_Forms
https://plugins.trac.wordpress.org/browser/form-notify/tags/1.1.08/src/APIs/Line/Login/User.php#L53
https://plugins.trac.wordpress.org/browser/form-notify/trunk/src/APIs/Line/Login/User.php#L53
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=3517908%2540form-notify&new=3517908%2540form-notify&sfp_email=&sfph_mail=
https://plugins.trac.wordpress.org/browser/form-notify/tags/1.1.08/src/APIs/Line/Login/Route.php#L116-L118
https://plugins.trac.wordpress.org/browser/form-notify/trunk/src/APIs/Line/Login/Route.php#L116-L118
https://plugins.trac.wordpress.org/browser/form-notify/trunk/src/APIs/Line/Login/User.php#L72
https://github.com/oberonlai/form-notify/commit/5eab0ea
https://plugins.trac.wordpress.org/browser/form-notify/tags/1.1.08/src/APIs/Line/Login/User.php#L72
https://github.com/oberonlai/form-notify/commit/9780764
https://www.wordfence.com/threat-intel/vulnerabilities/id/2f0a7d6f-9b95-4052-bab3-85aca01f6ab7?source=cve
https://www.cve.org/CVERecord?id=CVE-2026-5229
https://nvd.nist.gov/vuln/detail/CVE-2026-5229
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