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Summary

CVE CVE-2026-5323

State PUBLISHED

Assigner VulDB

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-02 07:15:58 UTC

Updated 2026-04-02 07:15:58 UTC

Description A vulnerability was found in priyankark a11y-mcp up to 1.0.5. This vulnerability affects the function A11yServer of the file src/index.js. The manipulation results in server-side request forgery. The attack must be initiated from a local position. The exploit has been made public and could be used. This product operates on a rolling release basis, ensuring continuous delivery. Consequently, there are no version details for either affected or updated releases. Upgrading to version 1.0.6 is able to resolve this issue. The patch is identified as e3e11c9e8482bd06b82fd9fced67be4856f0dffc. It is recommended to upgrade the affected component. The vendor acknowledged the issue but provides additional context for the CVSS rating: "a11y-mcp is a local stdio MCP server - it has no HTTP endpoint and is not network-accessible. The caller is always the local user or an LLM acting on their behalf with user approval."

Risk And Classification

Primary CVSS: v4.0 4.8 MEDIUM from cna@vuldb.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-918 | CWE-918 Server-Side Request Forgery

Version Source Type Score Severity Vector

4.0 cna@vuldb.com Secondary 4.8 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N/E:P/C...

4.0 CNA DECLARED 4.8 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N/E:P

3.1 cna@vuldb.com Primary 5.3 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C

3.0 CNA DECLARED 5.3 MEDIUM CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C

2.0 cna@vuldb.com Secondary 4.3 AV:L/AC:L/Au:S/C:P/I:P/A:P

2.0 CNA DECLARED 4.3 AV:L/AC:L/Au:S/C:P/I:P/A:P/E:POC/RL:OF/RC:C

CVSS v4.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Attack Requirements

None

https://cve.report/
https://cve.report/CVE-2026-5323/mitre
https://cve.report/CVE-2026-5323/nist
https://cve.report/CVE-2026-5323/cve_org
https://cve.report/CVE-2026-5323.pdf


CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:L/VI:L/VA:L/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

CVSS v3.0 Breakdown

None

Privileges Required

Low

User Interaction

None

Confidentiality

Low

Integrity

Low

Availability

Low

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

Low

Availability

Low

Attack Vector

Local

Attack Complexity



CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L/E:P/RL:O/RC:C

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Priyankark A11y-mcp affected 1.0.0 Not specified

CNA Priyankark A11y-mcp affected 1.0.1 Not specified

CNA Priyankark A11y-mcp affected 1.0.2 Not specified

CNA Priyankark A11y-mcp affected 1.0.3 Not specified

CNA Priyankark A11y-mcp affected 1.0.4 Not specified

CNA Priyankark A11y-mcp affected 1.0.5 Not specified

CNA Priyankark A11y-mcp unaffected 1.0.6 Not specified

References

Reference Source Link Tags

vuldb.com/submit/780752 cna@vuldb.com vuldb.com

github.com/priyankark/a11y-mcp/commit/e3e11c9e8482bd06b82fd9fced67be4856... cna@vuldb.com github.com

github.com/wing3e/public_exp/issues/17 cna@vuldb.com github.com

vuldb.com/vuln/354655/cti cna@vuldb.com vuldb.com

github.com/priyankark/a11y-mcp cna@vuldb.com github.com

vuldb.com/vuln/354655 cna@vuldb.com vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

Low

Availability

Low
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http://cve.report/software/priyankark/a11y-mcp
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https://vuldb.com/vuln/354655/cti
https://github.com/priyankark/a11y-mcp/
https://vuldb.com/vuln/354655
https://www.cve.org/CVERecord?id=CVE-2026-5323
https://nvd.nist.gov/vuln/detail/CVE-2026-5323


CNA: BigW (VulDB User) (en)

Additional Advisory Data

Source Time Event

CNA 2026-04-01T00:00:00.000Z Advisory disclosed

CNA 2026-04-01T02:00:00.000Z VulDB entry created

CNA 2026-04-01T15:18:10.000Z VulDB entry last update

There are currently no legacy QID mappings associated with this CVE.
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