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Summary

CVE CVE-2026-5372

State PUBLISHED

Assigner runZero

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 15:17:46 UTC

Updated 2026-04-21 15:06:58 UTC

Description An issue that allowed a SQL injection attack vector related to saved queries (introduced in version 4.0.260123.0). This is an instance of CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection'), and has an estimated CVSS score of CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H (6.4 Medium). This issue was fixed in version 4.0.260123.1 of the runZero Platform.

Risk And Classification

Primary CVSS: v3.1 6.4 MEDIUM from 44488dab-36db-4358-99f9-bc116477f914

CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.000350000 probability, percentile 0.103580000 (date 2026-04-22)

Problem Types: CWE-89 | CWE-89 CWE-89 Improper neutralization of special elements
used in an SQL command ('SQL injection')

Version Source Type Score Severity Vector

3.1 44488dab-36db-4358-99f9-bc116477f914 Secondary 6.4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H

3.1 CNA CVSS 6.4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

High

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

https://cve.report/
https://cve.report/CVE-2026-5372/mitre
https://cve.report/CVE-2026-5372/nist
https://cve.report/CVE-2026-5372/cve_org
https://cve.report/api/cve/CVE-2026-5372.json
https://cve.report/CVE-2026-5372.pdf


CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Runzero Runzero Platform 4.0.260123.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA RunZero Platform affected 4.0.260123.0 4.0.260123.1 semver Not specified

References

Reference Source Link Tags

help.runzero.com/docs/release-notes 44488dab-36db-4358-99f9-bc116477f914 help.runzero.com Release Notes

www.runzero.com/advisories/runzero-platform-saved-sqli-cve-2026-5372 44488dab-36db-4358-99f9-bc116477f914 www.runzero.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: runZero (en)

Additional Advisory Data

Solutions

CNA: This issue was fixed in version 4.0.260123.1 of the runZero Platform

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

High

http://cve.report/vendor/runzero
http://cve.report/software/runzero/runzero_platform
http://cve.report/vendor/runZero
http://cve.report/software/runZero/Platform
https://help.runzero.com/docs/release-notes/#402602020
https://www.runzero.com/advisories/runzero-platform-saved-sqli-cve-2026-5372/
https://www.cve.org/CVERecord?id=CVE-2026-5372
https://nvd.nist.gov/vuln/detail/CVE-2026-5372
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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