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CVE CVE-2026-5436
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 21:17:01 UTC

Updated 2026-04-08 21:26:13 UTC

Description The MW WP Form plugin for WordPress is vulnerable to Arbitrary File Move/Read in all versions up to and including 5.1.1.
1] | |

Risk And Classification

Primary CVSS: v3.1 8.1 HIGH from security@wordfence.com
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.002380000 probability, percentile 0.468520000 (date 2026-04-14)

Problem Types: CWE-22 | CWE-22 CWE-22 Improper Limitation of a Pathname to a
Restricted Directory ('Path Traversal')

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Primary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-5436/mitre
https://cve.report/CVE-2026-5436/nist
https://cve.report/CVE-2026-5436/cve_org
https://cve.report/api/cve/CVE-2026-5436.json
https://cve.report/CVE-2026-5436.pdf
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CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
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Vendor Declared Affected Products

Source Vendor Product Version

CNA Inc2734 MW WP Form affected 5.1.1 semver

Platforms

Not specified

References

Reference
www.wordfence.com/threat-intel/vulnerabilities/id/bc308993-7fc5-41db-a396-f05€9...
plugins.trac.wordpress.org/browser/mw-wp-form/tags/5.1.1/classes/models/class.data.php
plugins.trac.wordpress.org/changeset/3501261/mw-wp-form
github.com/web-soudan/mw-wp-form/commit/f872ab18ca670f5867b2241745daa30c...

plugins.trac.wordpress.org/browser/mw-wp-form/tags/5.1.1/classes/models/class.directory.php

Source

security@wordfence.com
security@wordfence.com
security@wordfence.com
security@wordfence.com

security@wordfence.com

Link
www.wordfence.
plugins.trac.worc
plugins.trac.worc
github.com

plugins.trac.worc

CVE Program record CVE.ORG WwWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov
q [

Vendor Comments And Credit

Discovery Credit

CNA: Sander Horsman (en)

Additional Advisory Data

Source Time Event
CNA 2026-04-02T18:01:08.000Z Vendor Notified
CNA 2026-04-08T07:57:15.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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