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CVE CVE-2026-5718
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-17 18:16:32 UTC
Updated 2026-04-17 18:16:32 UTC
Description The Drag and Drop Multiple File Upload for Contact Form 7 plugin for WordPress is vulnerable to arbitrary file upload in ver
A | L]

Risk And Classification

Primary CVSS: v3.1 8.1 HIGH from security@wordfence.com
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-434 | CWE-434 CWE-434 Unrestricted Upload of File with Dangerous
Type

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Primary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction

s
Q
o

e
[0]

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2026-5718/mitre
https://cve.report/CVE-2026-5718/nist
https://cve.report/CVE-2026-5718/cve_org
https://cve.report/api/cve/CVE-2026-5718.json
https://cve.report/CVE-2026-5718.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

/

Vendor Declared Affected Products

Source Vendor Product Version

CNA Glenwpcoder Drag And Drop Multiple File Upload For Contact Form 7 affected 1.3.9.6 semver

Platforms

Not specified

References

Vendor Comments And Credit

Reference Source Link
plugins.trac.wordpress.org/browser/drag-and-drop-multiple-file-upload-contact-form-7/tag... security@wordfence.com plugins.trac.wordp
www.wordfence.com/threat-intel/vulnerabilities/id/38f95d40-a6d4-429¢c-9872-9d253... security@wordfence.com www.wordfence.cc
plugins.trac.wordpress.org/changeset/3508522/drag-and-drop-multiple-file-upload-contact-...  security@wordfence.com plugins.trac.wordp
plugins.trac.wordpress.org/browser/drag-and-drop-multiple-file-upload-contact-form-7/tag... security@wordfence.com plugins.trac.wordp
plugins.trac.wordpress.org/browser/drag-and-drop-multiple-file-upload-contact-form-7/tag... security@wordfence.com plugins.trac.wordp
plugins.trac.wordpress.org/browser/drag-and-drop-multiple-file-upload-contact-form-7/tag... security@wordfence.com plugins.trac.wordp
CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov

< G ||

Discovery Credit

CNA: Leonid Semenenko (en)

Additional Advisory Data

Source Time Event
CNA 2026-04-06T18:50:46.000Z Vendor Notified
CNA 2026-04-17T04:37:16.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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