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Summary

CVE CVE-2026-5724

State PUBLISHED

Assigner Temporal

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-10 21:16:28 UTC

Updated 2026-04-10 21:16:28 UTC

Description The frontend gRPC server's streaming interceptor chain did not include the authorization interceptor. When a ClaimMapper and Authorizer are configured, unary RPCs enforce authentication and authorization, but the streaming AdminService/StreamWorkflowReplicationMessages endpoint accepted requests without credentials. This endpoint is registered on the same port as WorkflowService and cannot be disabled independently. An attacker with network access to the frontend port could open the replication stream without authentication. Data exfiltration is possible, but  only when a configured replication target is correctly configured and the attacker has knowledge of the cluster configuration, as the history service validates cluster IDs and peer membership before returning replication data. 

Risk And Classification

Primary CVSS: v4.0 6.3 MEDIUM from security@temporal.io

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:L/VI:N/VA:L/SC:L/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:N/AU:N/R:U/V:X/RE:L/U:X

Problem Types: CWE-306 | CWE-306 CWE-306 Missing authentication for critical function

Version Source Type Score Severity Vector

4.0 security@temporal.io Secondary 6.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:L/VI:N/VA:L/SC:L/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 6.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:L/VI:N/VA:L/SC:L/SI:N/SA:N/S:N/A...

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

Present

Privileges Required

None

User Interaction

None

Confidentiality

Low
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CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:L/VI:N/VA:L/SC:L/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:N/AU:N/R:U/V:X/RE:L/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Temporal Technologies Inc. Temporal affected 1.24.0 1.30.3 semver Not specified

CNA Temporal Technologies Inc. Temporal affected 1.24.0 1.29.5 semver Not specified

CNA Temporal Technologies Inc. Temporal affected 1.24.0 1.28.3 semver Not specified

References

Reference Source Link Tags

github.com/temporalio/temporal/releases/tag/v1.29.6 security@temporal.io github.com

github.com/temporalio/temporal/releases/tag/v1.28.4 security@temporal.io github.com

github.com/temporalio/temporal/releases/tag/v1.30.4 security@temporal.io github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Tiberiu Baron of UiPath's security team (en)

There are currently no legacy QID mappings associated with this CVE.
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Integrity

None

Availability

Low

Sub Conf.

Low

Sub Integrity

None

Sub Availability

None
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