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CVE CVE-2026-5785
State PUBLISHED
Assigner Zohocorp

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-16 14:16:18 UTC
Updated 2026-04-17 15:17:00 UTC
Description Zohocorp ManageEngine PAM360 versions before 8531 and ManageEngine Password Manager Pro versions from 8600 tc

Risk And Classification

Primary CVSS: v3.1 8.1 HIGH from 0fc0942c-577d-436f-ae8e-945763c79b02
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N
EPSS: 0.000220000 probability, percentile 0.059280000 (date 2026-04-21)

Problem Types: CWE-89 | CWE-89 CWE-89 Improper neutralization of special elements
used in an SQL command ('SQL injection’)

Version Source Type Score Severity Vector
3.1 0fc0942c-577d-436f-ae8e-945763c79b02  Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:N
3.1 CNA CVSS 8.1 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N
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https://cve.report/
https://cve.report/CVE-2026-5785/mitre
https://cve.report/CVE-2026-5785/nist
https://cve.report/CVE-2026-5785/cve_org
https://cve.report/api/cve/CVE-2026-5785.json
https://cve.report/CVE-2026-5785.pdf
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CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Zohocorp ManageEngine PAM360 affected 8531 8531 Not specified
CNA Zohocorp ManageEngine Password Manager Pro affected 8600 13230 13230 Not specified
Reference Source Link

www.manageengine.com/products/passwordmanagerpro/advisory/cve-2026-5785.html  0fc0942c-577d-436f-ae8e-945763c79b02  www.m:
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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