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Summary

CVE CVE-2026-5928

State PUBLISHED

Assigner glibc

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-20 21:16:36 UTC

Updated 2026-04-20 21:16:36 UTC

Description Calling the ungetwc function on a FILE stream with wide characters encoded in a character set that has overlaps between its single byte and multi-byte character encodings, in the GNU C Library version 2.43 or earlier, may result in an attempt to read bytes before an allocated buffer, potentially resulting in unintentional disclosure of neighboring data in the heap, or a program crash. 

Risk And Classification

Problem Types: CWE-127 | CWE-127 CWE-127 Buffer under-read

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA The GNU C Library Glibc affected 2.1.1-89 2.43 custom Not specified

References

Reference Source Link Tags

sourceware.org/bugzilla/show_bug.cgi 3ff69d7a-14f2-4f67-a097-88dee7810d18 sourceware.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Rocket Ma (en)

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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