Foxit PDF Editor/R r AcroForm Signature Rem
Code Execution Vulnerability

MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2026-5941
State PUBLISHED
Assigner Foxit

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-27 12:16:24 UTC
Updated 2026-04-29 17:24:15 UTC
Description Parsing logic flaws cause non-signature data to be misidentified as valid signatures when processing malformed form field |

Risk And Classification |

Primary CVSS: v3.1 7.1 HIGH from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:H

EPSS: 0.000190000 probability, percentile 0.052750000 (date 2026-04-27)

Problem Types: CWE-20 | NVD-CWE-noinfo | CWE-20 CWE-20 Improper input validation

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.1 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/l:H/A:H
3.1 14984358-7092-470d-8f34-ade47a7658a2 Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-5941/mitre
https://cve.report/CVE-2026-5941/nist
https://cve.report/CVE-2026-5941/cve_org
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CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:H/A:H

1] [ ]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Foxit Pdf Editor All All All All

Source Vendor Product Version Platforms
CNA Foxit Software Inc. Foxit PDF Editor affected Versions 2026.1 and earlier Windows
CNA Foxit Software Inc. Foxit PDF Editor affected Versions 14.0.3 and earlier Windows
CNA Foxit Software Inc. Foxit PDF Reader affected Versions 2026.1 and earlier Windows
Reference Source Link Tags
www.foxit.com/support/security-bulletins.html 14984358-7092-470d-8f34-ade47a7658a2 www.foxit.com  Vendor Advisory
CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Anonymous working with TrendAl Zero Day Initiative (en)

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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