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Summary

CVE CVE-2026-6293

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-15 07:16:12 UTC

Updated 2026-04-22 20:23:16 UTC

Description The Inquiry Form to Posts or Pages plugin for WordPress is vulnerable to Cross-Site Request Forgery leading to Stored Cross-Site Scripting in version 1.0. This is due to missing nonce validation on the plugin settings update handler, combined with insufficient input sanitization on all user-supplied fields and missing output escaping when rendering stored values. The settings handler fires solely on the presence of `$_POST['inq_hidden'] == 'Y'` with no call to `check_admin_referer()` and no WordPress nonce anywhere in the form or handler. This makes it possible for unauthenticated attackers to inject arbitrary web scripts via a forged request that tricks a logged-in Administrator into visiting a malicious page.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

EPSS: 0.000090000 probability, percentile 0.009730000 (date 2026-04-22)

Problem Types: CWE-352 | CWE-352 CWE-352 Cross-Site Request Forgery (CSRF)

Version Source Type Score Severity Vector

3.1 security@wordfence.com Primary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

3.1 CNA DECLARED 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-6293/mitre
https://cve.report/CVE-2026-6293/nist
https://cve.report/CVE-2026-6293/cve_org
https://cve.report/api/cve/CVE-2026-6293.json
https://cve.report/CVE-2026-6293.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Udamadu Inquiry Form To Posts Or Pages affected 1.0 semver Not specified

References

Reference Source Link

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inq_form.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inq_form.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inquery_form_to_... security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inq_form.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inq_form.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inq_form.php security@wordfence.com plugins.trac.wordpress.org

www.wordfence.com/threat-intel/vulnerabilities/id/6abd3968-a8e7-4b40-bb7e-387ba... security@wordfence.com www.wordfence.com

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inquery_form_... security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inq_form.php security@wordfence.com plugins.trac.wordpress.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Muhammad Nur Ibnu Hubab (en)

Additional Advisory Data

Source Time Event

CNA 2026-04-14T18:02:25.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.

Confidentiality

None

Integrity

Low

Availability

None

http://cve.report/vendor/udamadu
http://cve.report/software/udamadu/Inquiry_form_to_posts_or_pages
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inq_form.php#L60
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inq_form.php#L63
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inquery_form_to_posts_or_pages.php#L139
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inq_form.php#L180
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inq_form.php#L180
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inq_form.php#L63
https://www.wordfence.com/threat-intel/vulnerabilities/id/6abd3968-a8e7-4b40-bb7e-387bab10eba9?source=cve
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/tags/1.0/inquery_form_to_posts_or_pages.php#L139
https://plugins.trac.wordpress.org/browser/inquiry-form-to-posts-or-pages/trunk/inq_form.php#L60
https://www.cve.org/CVERecord?id=CVE-2026-6293
https://nvd.nist.gov/vuln/detail/CVE-2026-6293
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